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ABSTRACT

Distribution of secret information in audio, video or images to known recipients are made secure by
encryption. The weak part of such distribution scheme is after the decryption of the content, since if the
media deliberately or by mistake is redistributed the cryptology no longer is effective. One way to
discourage deliberate re-distribution is to embed the information with individual watermarks (sometimes
called fingerprinting) for each recipient. If for example a copy of an illegally redistributed image is
obtained the individual watermark can be retrieved and identify the re-distribution source. After the
source is traced an investigation must be made to decide if the re-distribution was made deliberately or by
mistake, or if the image somehow has been stolen from the original recipient.

The problem with distribution of individually watermarked information is that to distribute a unique
content by unicast to each recipient requires a large bandwidth and much power at the distributor. This is
especially apparent if the number or recipients are large. Therefore scalable methods, with a bandwidth
need that do not expand drastically for even large number of recipient, are needed for distribution of
individually marked content.

Previous methods for solving the scalable distribution problem either use special networks with active
routers or split the content into a shared non watermarked part and a watermarked part. The
watermarked part can be unique for each recipient or in part be shared with other recipients. All of these
methods will need a larger bandwidth and complex embedding at the distributor or in the network.
Another type of methods distributes the same content to all recipients but some type of descrambling is
needed at the recipient to be able to use the content. During the descrambling the individual watermark is
embedded. The method of Modified Transform Watermarking uses a type of scrambling caused by using
modified transforms.

Individual watermarks must be able to restrain collaborating attacks when more then one individually
embedded content is combined to try and remove the watermarked information. Ideally all copies that
have been used in such an attack should be able to be retrieved for a robust watermarking method but for
many applications it is enough that one of the used individual watermarks are identified.

1.0 INTRODUCTION

In networks that are dealing with secure information such as images, video or audio these media objects
can be encrypted during transmission. But such an encryption may not prevent intentional or unintentional
re-distribution from the original recipient to unauthorised persons or organizations. One method to
discourage illegal re-distribution is individually watermarks that can be used to trace the source of illegally
re-distributed media.
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In this paper we have chosen to have a general description concerning what type of network and scenario
that is used. It could be a network of surveillance cameras transmitting to a security central, distribution of
maps to trusted parties, radio communication or distribution of visual/IR video between vehicles and
soldiers. The transmission could be live sent or accessed from a stored media database. Most of the
methods described are adapted for broadcast type of distribution to a large number or recipients but we
will also discuss how these methods can be used in other distribution situations.

2.0 WATERMARKING

Digital watermarking [1] can be used to embed a watermark in digital media, figure 1(a). The
watermarked media should not contain any notable distortion caused by the watermark, i.e. a watermarked
image should not be perceptually different from the original unmarked image. The embedded watermark
can be extracted from the watermarked media object. In some methods the original media is needed for the
extraction, figure 1(b), and other methods can extract the watermark without any knowledge about the
original media, figure 1(c).

o e e

Figure 1: (a) Embedding the information | with the watermark W creates l. (b) Extraction of W
from lw is done with information from I. (c) Extraction of W from lw is done without any
information from I.

These embedded watermarks can be of different types used for varying types of purposes. Three of the
most common types of watermarks are:

» Fragile watermarks can be used to check if the media have been altered or if it still is identical to
the original form.

* Robust watermarks can contain information about the media such as a timestamp, position,
security classification and ID of creator.

* Robust individual watermarks can be used to trace the source of a redistributed copy of a media
object. Individual watermarking are sometimes known as Fingerprinting.

For many cases two or more types of watermarks can be embedded in the material independently from one
another. In this work we will concentrate on the last type with robust individual watermarks. A scenario
for this method is a distribution system where more than one node has access to the media. These nodes
can be persons or locations in the distribution net. Let the media be an image and the nodes be persons.
For each person, the image that he has access to will contain an individual watermark associated with him.
Such an individually watermarked copy is by some reason (intentional or unintentional) redistributed in a
prohibitive way. If an illegal copy is obtained, the individual watermark can be retrieved and identify the
source of the re-distribution.
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For the watermarking algorithm to be considered robust, the embedded watermark should be able to be
extracted and identified even if attacks are performed on the media object. For an image, attacks can be
unintentional such as lossy compression or distribution errors, or the attacks can be done deliberately by
the person responsible for the re-distribution. Deliberately attacks can for example be cropping, adding
noise, quantization or rotating the image. If two or more persons are collaborating they can try to remove
the watermarks by somehow combining their individually watermarked copies. One such collaborating
attack is to take the mean for each pixel from an image, or by randomly using the value from copy 1 or 2
for each pixel.

3.0 DISTRIBUTION

Distribution of media object can be done in many different ways. Traditionally IP-packets are distributed
by unicast, multicast or broadcast [2]. Networks for distribution of information can either have one
distributor or many distributors. In a similar way they the network can have one or many possible
recipients.

3.1 Four distribution models

The distribution of information such as media can be done in many different ways dependent on the
structure of the network. For media that is only distributed in one step (with nodes either being source
nodes or recipient nodes) four different types of networks exist:

1. One source node distributes media to one recipient node.

2. One source node distributes media to more than one node.

3. More than one source nodes distributes media to one recipient node.

4. More than one source nodes distributes media to more than one recipient node.

For distribution with more than one recipient node individual watermarking can be used so that the
recipient get individually marked copies. For the first case (figure 2) with only one recipient of the media,
a watermark containing the identity of the source might be enough to also identify the recipient. If such a
copy is redistributed the question may arise whether the recipient is responsible or if the source node in
some way might be guilty. To eliminate such concerns a watermark should be embedded at the recipient
node so that any redistributed copy will contain information about whether it originates from before it was
distributed to the recipient or after.

Recipient 1

v

Souce 1

Figure 2: Distribution from one source node to three recipient nodes.
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Recipient 1
Souce 1 » Recipient 2
Recipient 3

Figure 3: Distribution from one source node to three recipient nodes.

In the second case, with one source and many recipients, the individual embedding can be done in a
number of places during the distribution, figure 3. The individual watermark can be embedded at the
source node and then be distributed in a secure way to each. Such a distribution will be very bandwidth
costly and if the distribution channel is not considered to be a 100% secure it will be uncertain whether the
recipient is guilty of any re-distribution or whether such copy might have been retrieved before it reached
him. The individual watermark can also be embedded in the network or at the recipient.

The third case with many distributors and only one recipient can for example be a security central
connected to many surveillance cameras. In many ways this network case can use the same methods that
are applicable for the network in case one. For this and all other networks with more than one distribution
node a watermark containing the source ID can be embedded (independent from the individual watermark)
so that the source can be identified.

Souce 1 P Recipient 1
Souce 2 Recipient 2
Souce 3 Recipient 3

Figure 4: Distribution from three source nodes to three recipient nodes.

For the fourth case with many source nodes and many recipients, the complexity will increase for network
embedding systems, figure 4. This can for example be number of operators that have access to the same
remote sensors. This is the most general case for the single distribution networks.
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3.2 Allowed re-distribution between recipients

For a system that allows the recipient nodes to re-distribute the media to other authenticated recipient
nodes in the network the distribution scheme becomes more complex. The original recipient can now be
one of the source nodes given in the four network cases above. Such a distribution system for case 1 is
given in figure 5.

Souce 1

\ 4

Recipient 1 >

A 4

Recipient 2 Recipient 3

Figure 5: Recipient node 1 re-distributes the media originating from source 1 to authenticated
recipient 2 who in turn distributes the information to recipient 3.

The handling of the individual watermarks becomes more complex for networks with recipient nodes that
can act like source nodes. Given the example in figure 5 the media at recipient 1 contains an individual
watermark identifying that recipient. After the allowed re-distribution to recipient 2 the individual
watermark should identify recipient 2 (and possibly also give information about the previous distribution
chain with recipient 1). Since recipient 1 is also a distributor and some individual watermarking methods
use embedding at the distributor, recipient 1 should be able to embed the individual watermark identifying
recipient 2 for that type of watermarking methods. But that means that any recipient would be able to
embed the individual watermark of any other recipient and therefore the individual watermarks can no
longer be used to identify which recipient that preformed a re-distribution to non authenticated recipients.
Therefore the individual watermarking can not be performed at the re-distribution source. Instead this can
be done in the network or at the new recipient. A special case of network embedding would be to have an
intermediary node that embeds the individual watermark, see figure 6. Such an embedding node could also
be used to check if the re-distribution from recipient 1 to recipient 2 is allowed, i.e. if recipient 2 are
authenticated for the given media object. The embedding node can also be used during the original
distribution from source 1 to recipient 1. The embedding node can either be a single node that handles all
embedding during distribution or the system can be built with many unique embedding nodes that handle
one recipient each.

Embedding
node

Souce 1

Embedding
node

Recipient 1

Embedding
node

Recipient 2

Recipient 3

Figure 6: Source 1 uses the intermediary embedding node to create the individual watermark
during distribution to recipient 1. Recipient 1 also uses a embedding node during distribution to
recipient 2.
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So far we have only discussed the source nodes and the recipient nodes but many networks also contain
relay nodes in the network (routers). Some of the methods that are described in the next section will use
such nodes.

4.0 INDIVIDUALLY WATERMARKED CONTENT DISTRIBUTION

For individual watermarking to be included in a distribution system the cost of the embedding should not
be larger than the gain given by the added feature. The cost can be measured by:

« Bandwidth increase cased by the embedding

»  Speed decrease during distribution cased by the embedding step
» Flexibility to expand the distribution system

* Monetary cost

Previous research in this area has mostly dealt with distribution from one distributing node to a large
number of recipients. Below we will look at some of these methods and comment on their use for other
type of distribution cases. All of these watermarking methods can be describes as belonging to one of five
different categories: Source Based Watermarking, Network Based Watermarking, Unique Fragment
Watermarking, Shared Fragment Watermarking and Client Based Watermarking. Most of these methods
rely on decryption to get a secure transmission between source and recipient.

4.1 Source Based Watermarking

In this category are employed the simple method of embedding the individual watermark at the source for
each receiver and transmit each such watermarked copy to its recipient. This method is not bandwidth
efficient since the media has to be transmitted once for each recipient. As mentioned earlier such a
watermarked copy will not tell if the re-distribution has happened before or after the recipient received it
since the watermark is already implemented during the initial distribution.

4.2 Network Based Watermarking

The methods in this category use specially constructed networks that embed the individual watermark
during transmission.

A method known as WHIM [3] uses a tree structure network and a multicast/broadcast type of
distribution. Each node in the network embeds its unique watermark ID during transmission of the media.
By doing so it will be possible to extract all of these watermarks and trace the transmission chain from the
source node to the recipient node. In the last node before the recipient the embedded watermark can also
contain the ID of the recipient. A similar method called Hierarchical tagging is described in [4].

These two types of watermarking can also be used for more than one distributing node and also for
allowed re-distribution. But it will only work for networks with a number of nodes between the source and
recipient. A network that directly connects the source and recipient can not be used. Another problem is
that the constant embedding by the nodes will slow down the transmission and that the media must be able
to carry many watermarks.

Another network based watermarking method is called Watercasting [5]. It is also based on a tree structure
network with intelligent nodes that distributes the information. The information of the media object is
divided into a number of packets during transmission. At the source node the information for each packet
is made into a number of copies embedded with different watermarks. These embedded packet copies are
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transmitted to the network. The intelligent nodes in the network forward all but one of these packet copies
to the following nodes. Which packet copies that are not transmitted further depend on the nodes and the
forward structure is changed for each new group of packet copies. The combined information from the
received packets at the recipients contains individual watermarks.

A disadvantage with this method is that a larger bandwidth is needed at the beginning for the copies of
each packet. The forward distribution structure must be saved for a recipient to be traced given a
watermarked object. If more than one source node is active the forward distribution structure will become
complex. Since the individual watermark is built from many packets during the distribution any allowed
re-distribution would probably remove the original individual watermark. If the original watermark
remains it would mean that each packet contains two watermarks and to trace the transmission route given
that might be impossible. Therefore this method is not suitable for many network types. As for WHIM and
Hierarchical tagging this method can only be used in transmission systems with active nodes between the
source and recipients.

4.3 Unique Fragment Watermarking

Methods in this category split the distributed information in to two parts, first one general part that is
shared among all recipients and then one recipient specific part that is individually embedded and
distributed to each corresponding recipient. Since the embedding is done at the source node these methods
also belong in the Source Based Watermarking category. Methods that use this type of distribution are
described in [6] [7] and [8]. The specific part of the information should contain the most important parts of
the media. It should not be possible to reconstruct the media object by only using the information in the
general part.

For a large number of recipients these types of methods still need a large bandwidth but for a limited
number of recipients they can be useful. Once again the watermark will not contain information about
whether it has reached the recipient or not since all the watermarking is done at the source. For allowed re-
distribution networks a great choice would be to use embedding nodes that can embed individual
watermarks in the recipient specific part while the general part can be distributed freely from one recipient
to another.

4.4 Shared Fragment Watermarking

The methods in his category do not have any individual distribution to the recipients. Instead each
recipient will build a media object from watermarked information fragments. At the source these
fragments are made into two or more copies that are embedded with different watermarks. Similar to
Watercasting all such fragment copies are distributed. Each fragment copy is encrypted with different keys
and the recipients are only given one decryption key for each fragment copy. The set of decryption keys
are unique for each recipient. Therefore the information that is made from the decrypted fragments at the
recipient contains an individual watermark. The information can be IP packets [9], frames in a video
stream [10] or blocks of an image [4].

The methods in this category needs less bandwidth for large number of recipients compared to last
category. One challenge for these methods is collaborating attacks with the information fragments of two
or more recipients blended. These methods do not seem to be able to be adopted for allowed re-
distribution networks by any simple means.

4.5 Client Based Watermarking

Another category of methods distribute the same content to all recipients but the information is scrambled
by some means at the source node. The recipients must descramble the content to be able to use the
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information. To descramble the information a recipient individual key (or hardware) is used. During the
descrambling the individual watermark is embedded. The descrambling and embedding can be combined
using slightly different decryption keys [11] [12], adding of an individual mask [13] or by letting each
recipient only be able to decrypt the sign of some encrypted transform components [14].

The methods in this category do not transmit any redundant data such as copies of packets. Therefore the
needed bandwidth will be lower compared to them. Another great advantage is that the embedding is done
at the recipient. Thereby it can be established that information containing an individual watermark has
reached the recipient.

5.0 MODIFIED TRANSFORM WATERMARKING

Our watermarking method Modified Transform Watermarking [15] belongs in the Client Based
Watermarking category since the same content is distributed to all recipients. The content is scrambled
during distribution so that a descramble key is needed for the recipient. Each recipient has an individual
descramble key. The individual descrambling is made in such way that the original content is not fully
restored. Instead a small individual noise is embedded in the information — the watermark. The noise
should not be visually noticeable in images or video. So far our method has only been adapted for visual
and not audio content. Below we will only talk about watermark distribution of still images. The
distribution of an image is given in figure 7.

Ki
Decode Recipient 1
K
IK K2
I W2
Souce 1 Scramb »( Decode Recipient 2

|
Isc
Decode Recipient 3

Figure 7: Distribution using Modified Transform Watermarking. The image | is transformed
using the key K at the source. Recipient 1 uses his unique descrambling key K; to decode the
transformed image and gets the individually watermarked image lw:. Recipient 3 tries to decode
the transformed image using an ordinary decoder and gets the heavy scrambled image Isc.

While other methods embed the watermark in the spatial or frequency domain our method is embedded
during the transformation from one domain to the other. At the distributor the image is transformed with a
secret transform (somewhat based on the DCT - discrete cosine transform). If an ordinary IDCT (inverse
discrete cosine transform) transform is used to try to reach the spatial domain the result is a heavily
distorted image, i.e. the scrambled image. To reach the original image the inverse of the secret transform is
needed. Each trusted recipient has a unigque inverse transform that is similar to the inverse of the original
transform. The elements of this individual inverse transform are given by the individual descrambling key.
After applying the individual inverse transform the retrieved image is embedded with a recipient
individual watermark.
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The transforms are chosen so that if the elements of more than one key are used to create a new key the
resulting image after the descrambling contains enough watermark information to trace the used keys.
Similar, if more than one different descrambled image is combined in a collaborating attack the resulting
watermark will still identify which images that have been used.

Since the image is transformed during the transmission between the source and the recipient it is very
compelling to use the transform as a first step in an image encoder. Usually in transformation coding the
DCT transform in combination with quantization and source coding is used to achieve lossy compression.
Instead of applying the secret transform on the whole image we can use blocks of 8x8 pixels similar to
DCT transform coding. This gives the possibility to use different secrets transforms for the different
blocks. In that case the recipients need to have a set of keys so that all the blocks can be descrambled. Our
experiments show that by using the secret transform instead of the DCT during the compression we will
get a slight data expansion of about 5%. Compared to many other of the watermarking methods mentioned
before this is a very small expansion of the needed bandwidth.

If a recipient would like to re-distribute the image he can chose to transmit the scrambled image instead of
transmitting the descrambled and individually watermarked image. If the recipient of the re-distributed
image is not authorized he will not have access to any correct descramble key and will thereby not be able
to descramble the image. In a similar way this method is suited for access by demand type of distribution
with the media being stored at a server that the recipients can download when they need it. The server
does not need to perform any embedding before the transmission since the media is already scrambled
before it was stored.

6.0 CONCLUSIONS

Individual watermarked media can be used to trace illegally distributed information. The watermark will
also discourage from prohibitive re-distribution. Many different types of distribution networks exist and
finding a suitable individual watermarking method can be difficult. Especially if the recipients are allowed
to share (re-distribute) the information with other authorized recipients in the network. One way of making
such re-distribution easy to implement would be to use an embedding node that is always used during
transmission. That node can both check to see that the intended recipient is authorized and embed an
individual watermark before the information is transmitted further.

Previous methods for making distribution of individual watermarking easy have mostly dealt with large
broadcast type of networks with one source node and many recipients. Some of these methods are more
easily adapted to other types of networks and some are very limited to specific type of distribution
schemes. Source Based Watermarking is the most simple type of method but can be used for smaller
number of recipients provided that enough power exist at the source to embed and transmit all the
individual watermarked media. The Network Based Watermarking methods are limited to specific type of
networks. The Unique Fragment Watermarking methods is not suitable for large group of recipients but
can be adopted to use embedding nodes to achieve allowed re-distribution. The Shared Fragment
Watermarking methods on the other hand can handle large groups of recipients without increasing the
needed bandwidth much but is not suited for re-distribution networks. Finally the methods in the Client
Based Watermarking category are the most promising since they can handle large number of recipients, do
not rely on any specific network and can be adopted for allowed re-distribution networks.

Modified Transform Watermarking is a Client Based Watermarking method that uses a secret transform to
scramble the information before transmission. The information can not be used without the descrambling
key that embeds the individual watermark and the method is robust against collaborating attacks. Since the
method is similar to compression methods it will give a low bandwidth during distribution.
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